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Introduction 


A  

Objective  and  Scope 

The  overall  purpose  of  the  research  study  reported  on  in  this 
document  was  to  prepare  a  concept  for  the  development  of  a 
plan  targeted  at  developing  a  business  in  the  area  of  office 
contingency  services. 

Office  contingency  services  are  defined  for  the  purposes  of  this 
study  as  covering  every  aspect  of  supporting  a  full  business 
process.  The  definition  therefore  covers  at  least  the  following: 

•  Office  environment,  i.e.,  buildings,  HVAC  (heating, 
ventilating,  air-conditioning),  desks,  chairs  and  other 
ancillary  office  facilities 

•  Computer  infrastructure,  i.e.,  PCs,  LANs  and  other 
networks  and  computer  facilities 

•  Personnel  services  to  support  computer  installation  and 
infrastructure. 

This  report  provides  a  review  of  the  principal  vendors  in  the 
computer  services  market  that  provide  a  combination  of 
computer  disaster  recovery  and  office  recovery  services.  The 
report  provides  a  brief  description  of  the  services  offered,  some 
comments  on  the  experiences  of  those  organisation  that  have 
tried  to  set  up  office  recovery  services  and  a  section  covering 
the  points  any  new  entrant  to  this  market  will  need  to  consider 
when  putting  together  a  business  plan. 
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B  

Methodology 

The  project  commenced  with  a  kick-off  meeting  between 
Centre-file  and  INPUT  in  order  to  confirm  the  project 
objectives.  INPUT  then  prepared  a  check-list  of  items  for 
market  investigation  prior  to  the  commencement  of  research 
in  the  market  place. 

The  field  research  was  targeted  at  managers  within  the  vendor 
community  that  were  considered  to  be  at  least  operating  at  the 
margins  of  this,  as  yet,  largely  undeveloped  potential 
opportunity. 

The  emphasis  of  the  research  was  placed  on  establishing  an 
understanding  of  the  dynamics  of  the  market,  its  potential 
size,  its  needs  and  driving  and  inhibiting  forces. 

INPUT  has  also  drawn  on  its  continuous  research 
programmes  in  the  areas  of  IT  Outsourcing,  customer 
services  (including  disaster  recovery  services)  and 
environmental  services  markets. 

c  

Report  Contents 

The  remaining  chapters  of  this  report  are  set  out  in  the 
following  way: 

•  Chapter  II  is  an  executive  overview  containing  the 
principal  results  from  the  research  study 

•  Chapter  III  provides  a  discussion  of  the  principal  issues 
that  need  to  be  addressed  in  relation  to  the  possible 
development  of  a  business  plan  for  office  contingency 
services 

•  Chapter  IV  evaluates  the  possible  market  potential  for  office 
contingency  services  using  INPUT'S  extensive  evaluations 
of  adjacent  markets. 

•  Chapter  V  examines  the  competitive  environment  as  it 
appears  to  exist  at  the  present  time. 
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D  

Other  Background  Sources 

Guide  to  Emergency  Planning  by  The  Society  of  Industrial 
Emergency  Services  Officers 

Survive  Magazine 

Environmental  Health  &  Safety  Year  Book  1994 
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Executive  Overview 


A  

Workarea  Recovery  -  Supporting  IT  Based  Business  Processes 

The  provision  of  workarea  recovery  services  for  critical  office 
staff  is  clearly  being  targeted  by  most  vendors  of  disaster 
recovery  services.  However,  it  appears  to  offer  only  a  limited 
opportunity  as  a  stand-alone  market  and  is  estimated  to  have 
been  worth  only  about  £5  million  in  1993  in  the  U.K.. 

The  office  workarea  recovery  services  market  appears  to 
represent  an  opportunity  for  Centre-file  only  in  respect  of  its 
supporting  role  in  the  provision  of  other  services. 

INPUT  considers  that  the  operational  requirements  are  not  an 
issue  for  Centre-file,  the  organisational  infrastructure  exists  to 
support  clients  or  to  organise  sub-contractors  for  those 
services,  e.g.  property  management,  for  which  it  may  decide 
that  external  supply  is  more  efficacious. 

However,  strategic  relevance  to  Centre-file's  business  mission 
and  the  establishment  of  a  clearly  differentiated  and  unique 
market  position  for  office  workarea  recovery  services  are  key 
issues  for  executive  attention. 

Although  apparently  not  a  viable  market  in  its  own  right,  the 
provision  of  office  workarea  recovery  services  could  provide 
significant  competitive  differentiation  to  clients  looking  for 
comprehensive  support  services  for  IT  based  business 
processes.  Synergy  with  Centre-file's  workflow  activities  may 
also  represent  some  potential. 
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From  a  marketing  perspective  there  exists  the  potential  to 
leverage  the  experience  and  capabilities  of  the  National 
Westminster  Bank  and  to  benefit  from  the  Bank's  brand  image 
and  market  visibility. 

Critical  market  differentiation  could  also  be  exploited  by 
Centre-file  through  focusing  on  the  recovery  of  an 
organisation's  logical  infrastructure  rather  than  its  physical 
infrastructure.  Nearly  all  of  the  disaster  recovery  firms  who 
provide  workarea  recovery  and  associated  services  focus  on 
supporting  the  physical  requirements. 

Centre-file  should  carefully  examine  the  partnership  and 
alliance  channel  for  the  provisioning  of  basic  physical 
infrastructure  support  services.  Its  unique  service 
differentiation  would  be  to  offer  a  potentially  higher  added 
value  logical  infrastructure  disaster  recovery  support  service 
that  would  encompass  the  delivery  of  physical  infrastructure 
either  from  its  own  resources  or  from  third  parties  where  this 
was  considered  more  economic. 

INPUT  therefore  considers  that  there  is  some  commercial 
potential  for  Centre-file  in  this  market  if  it  is  exploited  as  an 
adjunct  to  the  provision  of  IT  based  business  operations 
services. 

The  analysis  provided  here  examines  the  possibility  of 
exploiting  this  market  from  three  perspectives: 

•  The  operational  issues,  as  referenced  above,  are  not 
considered  to  represent  a  problem  for  Centre-file.  It  has  the 
in-house  management  experience  to  provide  office 
workarea  recovery  services  and  to  sub-contract  those  tasks 
which  are  most  appropriately  provisioned  externally. 

•  The  strategic  issue  is  the  size  and  relevance  of  this  market 
to  Centre-file's  broader  strategy  and  mission.  The  size  of  the 
market  indicates  that  it  can  only  be  seriously  considered  as 
an  adjunct  to  the  development  of  other  services. 

•  The  marketing  issue  challenges  Centre-file  to  offer  unique 
differentiation  in  what  is  already  a  fragmented  and  visible 
opportunity  to  many  other  vendors. 
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The  remainder  of  this  executive  overview  examines  each  of 
these  aspects  more  fully. 

B  

Provisioning  Operational  Capabilities 

Businesses  are  continuing  to  place  increasing  reliance  on 
information  systems  for  the  conduct  of  their  operations, 
particularly  the  day-to-day  processes  that  interact  with  the 
outside  world  and  that  are  vital  to  the  success  of  the  operation. 

However,  the  spread  of  information  systems  infrastructure 
from  out  of  the  relatively  protected  environment  of  the  glass- 
house data  centre  into  normal  office  environments  presents 
managers  with  a  new  challenge  regarding  effective 
contingency  plans  for  potential  disasters. 

The  requirement  for  a  full  service  and  support  partner  that 
could  support  a  firm  in  the  event  of  a  catastrophe  appears  to 
offer  an  opportunity  that  Centre-file  could  develop  as  part  of  its 
total  service  portfolio. 

Centre-file  needs  to  assess  very  carefully  the  exact  components 
of  office  recovery  that  they  would  wish  to  offer.  Perhaps  the 
most  important  decision  would  be  to  decide  which  parts  of  the 
service  should  be  internally  provisioned  and  which  parts 
should  be  provided  by  business  partners.  This  would  appear  to 
be  key.  Competitive  moves  in  this  area  already  indicate  the 
importance  of  this  strategy.  No  one  vendor  is  likely  to  be  able  to 
single-handedly  provide  the  sheer  diversity  of  services  required 
in  this  sector. 


c  

Strategic  Significance  for  Centre-file 

The  strategic  relevance  of  this  opportunity  to  Centre-file  relates 
to  the  size  of  the  market  for  these  services  and  whether 
participation  in  this  market  gains  significant  leverage  for 
other  areas  of  service  activity. 
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INPUT'S  market  assessment  indicates  that  this  opportunity  is 
only  of  limited  value  in  the  U.K.  at  the  present  time.  However, 
continuing  development  of  ultra  reliance  on  computer  based 
office  environments  for  critical  staff  is  likely  to  ensure 
developing  interest  in  this  type  of  service. 

Moreover,  the  provision  of  this  type  of  service  on  a  direct  or 
stand-alone  basis  is  likely  to  be  only  part  of  the  total  picture. 
INPUT  is  forecasting  a  significant  development  for  the 
outsourcing  of  business  processes  based  on  IT  infrastructure. 
This  implies  the  need  for  workarea  recovery  services  to  be 
embedded  within  such  total  service  offerings.  In  consequence 
a  significant  probability  exists  that  this  area  is  going  to  be 
considerably  larger  than  the  apparently  open  market  for  these 
services. 

Of  great  significance  is  Centre-file's  relationship  to  the 
National  Westminster  Bank  and  the  unique  positioning  that 
this  confers  on  Centre-file  in  relationship  to  entering  this 
market.  There  exists  potential  leverage  from  work  already 
done  by  Centre-file  for  the  Bank  and  from  disaster  planning 
effected  by  the  Bank  themselves. 


Establishing  Uniqueness  in  the  Market 

The  really  key  marketing  issue  that  Centre-file  must  address 
is  how  their  offering  can  be  distinctly  and  uniquely  positioned 
in  the  market. 

Already  there  appear  to  be  a  number  of  significant  disaster 
recovery  firms  active  in  providing  backup  office  or  business 
continuity  facilities  of  one  kind  or  another.  Most  of  the  disaster 
recovery  firms  are  moving  towards  business  recovery  services, 
at  least  in  some  way. 

Concentrating  on  the  logical  rather  than  the  physical 
infrastructure  support  would  play  to  Centre-file's  strengths 
while  distancing  itself  from  most  potential  competitors.  The 
plethora  of  firms  tackling  physical  recovery  problems  from  a 
heritage  of  hardware  maintenance  and  logistics  do  not  have 
the  systems  strength  to  compete  in  the,  potentially  higher 
value-added,  logical  infrastructure  opportunity. 
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Consideration  should  be  given  to  the  leveraging  of  the  National 
Westminster  Bank's  brand  name  and  market  position  to 
further  distance  Centre-file's  approach  from  that  of  its 
competitor's. 

Office  recovery  services  would  therefore  appear  to  be  a 
fragmented  market  in  its  current  form.  Ultimate  success  will 
go  to  the  vendor  that  can  establish  a  superior  offering  that 
combines  distinctly  unique  features.  Of  even  more  importance 
will  be  the  need  to  convey  that  message  through  marketing 
activities  to  the  prospect  base. 
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Recovering  the  Workarea 


A  significant  market  has  developed  for  information  system 
disaster  recovery  services  in  the  U.K.,  see  the  market  figures 
quoted  in  Chapter  IV.  However,  to-date  far  less  emphasis  has 
been  placed  on  recovering  the  work  areas  within  which 
modern  IT  systems  are  located. 

This  chapter  provides  a  discussion  of  the  principal  issues  that 
need  to  be  addressed  in  relation  to  the  possible  development  of  a 
business  plan  for  the  supply  of  contingency  services  targeted  at 
recovering  the  office  workarea.  The  issues  are  analysed  into 
three  groups: 

•  Service  components 

•  Market  scope  parameters 

•  Methods  of  approaching  the  market. 

A  

Potential  Service  Components 

1.  Disaster  Recovery  Definitions 

It  is  useful  to  provide  a  framework  within  which  the  range  of 
possible  services  to  be  provided  can  be  evaluated.  A  starting 
position  is  the  classification  that  INPUT  has  applied  to  the 
disaster  recovery  market  for  computer  systems. 
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This  is  as  follows: 

•  Hot  restart 

•  Warm  restart 

User  site 
Vendor  site 
-  Mobile 

•  Cold  restart 

Hot  restart  implies  backup  facilities  being  kept  on  permanent 
standby,  warm  restart  implies  the  availability  of  some 
communications  and  equipment  facilities  being  available  on  a 
next  day  basis  and  cold  restart  the  need  to  provide  services  on  a 
longer  timescale.  Some  further  descriptive  definitional 
information  on  these  categories  is  provided  in 
Appendix  B. 

It  would  seem  likely  that  the  most  fruitful  approach  to  pursue 
would  lie  in  the  area  of  warm  restart,  possibly  supplemented 
by  some  limited  hot  restart  capability.  Cold  restart  represents 
in  effect  the  de-facto  position  that  many  organisation  would 
find  themselves  in  today  when  implementing  their 
contingency  plan  in  the  event  of  a  disaster. 

However  this  classification  does  not  focus  on  the  issue  of  the 
service  range  to  be  provided,  since  possible  service 
opportunities  range  from  consultancy  concerning  recovery 
through  to  the  actual  provision  of  the  recovery  facilities. 

As  is  discussed  in  Chapter  IV  below,  a  substantial  disaster 
recovery  business  already  exists  adjacent  to  the  workarea 
recovery  services  opportunity  upon  which  this  report  is 
focused. 

2.  Service  Requirements 

Exhibit  III-l  provides  an  initial  framework  for  defining  the 
range  of  possible  services  that  could  be  provided  in  this  area. 


1 1 1-2 


<s  1994  bv  INPUT.  ReDroduclion  Prohibited 


YX3 


OFFICE  RECOVERY  AND  CONTINGENCY  SERVICES 


INPUT 


Workarea  Recovery  Framework 

RiiQinp<?^  Prnop^Q 
uuon  icoo  r  lui/Uoo 

Office  Environment 

IT  Infrastructure  (Internal) 

Office  Infrastructure 

External  Environment 

For  reasons  that  are  discussed  elsewhere  in  this  report  it  is 
probably  necessary  to  take  a  holistic  approach  to  user  needs  for 
business  operations  and  business  process  support.  Exhibit 
III-2  expands  on  the  framework  in  Exhibit  III-l  to  define  the 
possible  extent  of  services  that  could  be  outsourced  under  such 
an  arrangement. 


Range  of  Workarea  Recovery  Services 

Fully  provisioned  office  environment  -immediate  occupation 

Specific  equipment  in  storage 

Telecomms  network  feeds,  generic  and  specific 

Office  furniture 

Office  facilities  e.g.  environment 
Removal  and  storage  services 
Archiving  and  vaulting  services 
On-site  management 
Emergency  control  teams 
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This  approach  would  mean  that  response  to  a  disaster  would 
in  fact  be  only  one  part  of  a  more  comprehensive  set  of 
capabilities  that  could  be  provided.  It  would  extend  to  higher 
value-added  services  for  which  there  may  well  exist  a  stronger 
demand  than  for  low  level  services. 

The  need  for  on-site  management  underlines  the  probable 
requirement  to  leverage  some  continuous  services  in  order  to 
achieve  an  economic  level  of  pricing. 

A  service  vendor  would  need  to  be  able  to  ensure  the  ready 
obtainability  of  basic  facilities,  i.e.  organising  a  new  Xerox 
machine  rental  onto  an  existing  contract.  The  maintenance 
and  testing  of  support  services,  e.g.  photocopiers,  coffee 
machines  etc.  Kitchen  services  are  probably  a  worthwhile 
offering  for  larger  clients  prepared  to  see  the  benefits  of  a  total 
package. 

The  requirement  for  relatively  low  priority  support  services, 
i.e.  coffee  and  sandwiches,  appeared  not  to  exist.  It  would 
probably  be  sufficient  to  maintain  up-to-date  lists  of  where  such 
facilities  could  be  obtained.  In  practice,  when  a  disaster  has 
occurred,  the  handling  of  all  aspects  of  support  while  company 
personnel  can  concentrate  on  their  key  responsibility  of  getting 
back  on  stream  would  be  of  significant  benefit.  Getting  people 
to  imagine  the  importance  of  these  apparently  trivial  issues 
when  they  are  not  facing  disaster  is  probably  extremely 
difficult. 

Minibus  and  transport  services  may  also  be  an  important 
additional  service  to  large  clients. 

As  the  level  of  facilities  moves  up  the  food  chain,  so  does  the 
potential  user  need  and  the  higher  the  service  fee  that  may  be 
charged.  An  important  example  would  be  in  the  provision  of 
specialised  telecommunications  network  feeds.  Access  to 
Reuters,  Telerate  and  similar  services  that  the  service  vendor 
could  legally  and  contractually  make  available  to  a  third  party. 

Other  examples  of  key  facilities  would  need  to  include  a  DDI 
PABX  (any  modern  PABX  has  this  capability)  together  with  a 
link  into  City  Fibre  network  and  possibly  a  link  into  Dealer 
Interlink. 
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3.  Disaster  Recovery  Issues 

INPUT'S  research  uncovered  a  number  of  issues  for  potential 
clients  of  office  recovery  services.  These  can  be  broadly 
classified  into  the  following  areas: 

•  Security  and  the  sharing  of  facilities  by  multiple 
organisations 

•  Legal/regulatory  issues 

•  Technology  issues 

a.  Security  and  Facilities  Sharing 

The  question  of  multiple  organisations  sharing  the  same  large 
office  space  is  a  topic  that  can  cause  a  number  of  concerns. 
Clearly  there  is  the  question  of  noise  and  disturbance.  There 
are  also  question  of  physical  security.  Additionally  other 
concerns  are: 

•  Similar  or  competing  organisations  sharing  adjacent 
accommodation 

•  Senior  management  concern  at  the  possible  mingling  of 
staff 

•  Exposure  to  a  competitor  of  strengths  and  weaknesses  of  an 
organisation. 

A  number  of  firms  have  tried  to  get  the  idea  of  moth-balled 
space  established  but  seem  to  have  run  into  resistance  from  the 
large  firms  that  they  have  marketed  it  to.  The  issue  appeared 
to  be  that  large  organisations  wanted  to  make  their  own 
arrangements.  They  appeared  unwilling  to  operate  on  the 
same  office  floor  as  the  competition,  however  vague  the 
definition  of  competition  might  be.  Clearly  there  exists  a  need 
for  Chinese  Walls,  particularly  amongst  city  firms,  but  there 
also  exists  a  reluctance  on  the  part  of  many  managers  to  the 
idea  of  other  companies  being  able  to  actually  see  them  conduct 
their  day-to-day  business. 
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b.  Legal  and  Regulatory  Issues 

There  also  existed  amongst  some  firms  an  issue  relating  to  the 
legality  of  operating  and  trading  from  an  alternate  address. 
Clearly  a  vendor  would  need  to  be  able  to  guarantee  an 
environment  that  met  all  Health  and  Safety  legislative 
requirements. 

The  resolution  for  the  client  of  legal  issues  such  as  trading 
address,  permits  and  insurances  seems  a  useful  barrier 
removal  exercise. 

c.  Technology 

There  exists  a  concern  that  any  technology  installed  as  part  of 
the  back-up  would  be  out  of  date  in  a  few  years  and  be  unusable 
when  required.  The  unusability  would  not  be  because  the  kit 
would  not  work  but  because  software  versions,  hard  disk  sizes, 
memory  sizes,  network  facilities  etc.  would  have  moved  on  over 
time  in  the  main  office  but  not  in  the  backup  site.  Therefore 
clients  would  have  a  concern  that  staff  would  be  unfamiliar 
with  the  older  equipment,  new  software  versions  would  not 
work  and  similar  worries. 

This  area  is  clearly  a  major  concern  and  would  be  a  major 
selling  benefit  for  the  services  provider  that  could  demonstrate 
that  they  had  the  problem  solved.  This  is  a  bigger  issue  than 
many  people  realise.  Software  vendors  like  Microsoft  are 
releasing  new  versions  of  software  across  the  range  at  almost 
weekly  intervals.  Any  user  of  LAN  based  software  has  to 
update  at  least  about  every  six  months  in  order  to  keep  up. 

The  need  to  support  computer  based  systems  is  vital,  whatever 
is  required  must  be  supplied.  The  approach  of  providing 
separate  mainframe,  mid-range  and  PC  network  recovery 
centres  and  methods  (see  the  CAP  RS  approach)  is  well 
matched  to  the  needs  of  modern  businesses  with  downsized 
systems.  In  any  event  the  focus  on  office  support  determines 
that  the  major  focus  should  be  on  the  mid-range  and  PC 
network  support  needs  of  clients  in  these  environments. 
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In  addition  most  recovery  organisations  have  thought  about 
providing  telecommunications  facilities  including  a  PABX  and 
ISDN  facilities,  linked  to  BT  and  Mercury.  Within  the  U.K.  the 
availability  of  ISDN  is  revolutionising  the  planning  of  back-up 
telecommunications.  However,  fewer  disaster  recovery  firms 
seem  to  have  thought  about  providing  a  structured  cabling 
system,  most  modern  customers  have  this  in  some  form.  A 
possible  standard  might  be  the  AT&T  SYSTIMAX  premises 
wiring  system  since  the  National  Westminster  Bank,  Barclays 
Bank  and  British  Airways  among  many  other  corporates  have 
standardised  on  this  system. 

A  financial  sector  recovery  centre  should  also  include  fibre 
optic  and  copper  links  into  the  dealer  networks  as  well  as  to 
proprietary  information  services. 

Older  technology  links  such  as  copper  are  useful  when 
migrating  older  services  onto  the  recovery  site. 

B   

Market  Scope  Parameters 

This  section  discusses  the  results  from  the  research  conducted 
in  relation  to  the  parameters  that  are  most  likely  to  determine 
the  possible  served  market.  Three  key  areas  emerged: 


•  The  size  of  organisation 

•  The  geographic  dimension 

•  Industry  sector. 


1.  Size  of  Organisation 

One  factor  is  that  large  firms  are  much  more  likely  than 
medium  and  smaller  organisations  to  have  developed  their 
own  fall  back  contingency  plans. 

However,  there  is  no  reason  to  think  that  the  big  corporates  are 
completely  covered.  Organisational  change  can  be  rapid  and  as 
a  result  some  departments  may  well  be  left  out  of  IT  based 
contingency  plans  and  thus  be  ripe  to  be  offered  a  services 
solution.  Examples  are  the  BP  and  financial  services  firms 
covered  by  Digital's  solutions. 
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The  upper  end  of  the  mid-range  and  smaller  company  market 
might  be  an  attractive  opportunity.  Business  benefits  that 
would  need  to  be  stressed  in  this  area  would  include  working 
from  home,  the  provision  of  extra  computing  power  and  extra 
resilience  against  conventional  hazards  at  a  low  or  reasonable 
charge.  Low  costs  would  be  important  for  any  partnership 
owned  organisation. 

Medium  sized  and  smaller  firms  are  much  less  likely  than 
larger  ones  to  have  allocated  a  budget  for  contingency  services 
and  therefore  do  not  offer  such  a  good  prospective  market. 

However  the  survey  did  pick  up  some  anecdotal  evidence  that 
the  subject  of  office  recovery  services  is  on  the  agenda  of  many 
smaller  companies  following  the  recent  bombing  experiences 
in  the  city  of  London.  For  example  a  security/fire  consulting 
firm  had  placed  an  article  in  a  business  magazine 
(unidentified)  about  office  disasters  and  as  a  result  had  been 
inundated  with  enquiries  from  many  companies  including  a 
number  of  smaller  and  medium  sized  organisations.  The 
company  was  somewhat  embarrassed  by  this  response  as  it 
was  simply  promoting  a  concept  and  had  no  real  plan  in  place 
to  offer  such  services  on  anything  other  than  on  a  one-off  basis. 

The  majority  of  the  companies  that  responded  to  this  press 
article  were  interested  in  office  support  services,  for  example 
for  solicitors,  advertising  agencies,  and  commercial  agencies 
and  head  office  functions  for  manufacturing  companies.  The 
typical  size  of  these  offices  lay  in  the  range  60  to  120  employees. 
The  back-up  requirement  seemed  to  be  for  a  core  of  some  15-20 
key  staff  to  be  provided  with  an  environment  supported  by 
phones,  desks,  fax  and  PC  facilities. 

2.  Geography 

The  question  of  location  of  the  backup  site  is  going  to  be  critical 
for  the  housing  of  existing  staff.  Clearly  the  location  of 
computer  equipment  is  much  less  critical  and  some  of  the 
considerations  that  emerged  from  this  survey  on  this  latter 
aspect  are  discussed  below.  It  may  be  necessary  for  Centre-file 
to  only  consider  very  limited  geographic  coverage,  certainly 
initially,  but  the  mobile  element  would  enable  a  more  flexible 
position  to  be  taken.  Staff  transportation  services  would  be  a 
natural  corollary  of  the  location  issue. 
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One  further  issue  relates  to  the  concern  over  the  future  threat 
of  a  terrorist  organisation  gaining  access  to  a  nuclear  bomb. 
Such  a  dire  scenario  would  point  to  the  need  for  a  location  at 
least  20-30  miles  from  any  city  centre  or  other  possible  target. 
Possibly  this  threat  is  sufficiently  remote  to  allow  recovery 
plans  to  be  based  on  a  network  of  centres  outside  city  areas  for 
extreme  emergencies  and  to  provide  city  centre  office  recovery 
facilities  for  the  more  mundane  problems. 

At  the  big  mainframe  end  of  the  business  the  approach  of 
using  a  city  office  recovery  site  networked  to  a  mainframe  site 
located  well  away  from  city  centres  seems  appropriate. 
However,  for  other  computer  facilities  the  following 
considerations  probably  need  to  be  brought  into  play: 

•  Big  city-centre  fortresses  are  attractive  in  concept  but 
expensive  in  execution. 

•  Out  of  town  FM  sites  are  cheaper  but  inconvenient  to  get  to 

•  Logically  the  location  of  out  of  town  sites  does  not  really 
matter  very  much  but  there  may  exist  hidden  linkages  with 
future  office  relocation  plans 

•  The  benefits  of  in-city  versus  out-of-city  locations  varies 
gradually  with  time  and  the  political  climate.  It  is  possible 
that  we  will  see  a  return  of  city  centre  offices  over  the  next 
few  years. 

•  Historically  financial  institutions  in  the  city  have  a 
catchment  area  in  the  Essex  and  Kent  areas  for  office  staff. 
Docklands  is  not  easy  for  Kent  based  staff  to  get  to  but  less 
difficult  for  Essex  based  staff;  probably  the  key  factor  is 
where  the  financial  director  and  the  managing  director 
live. 

3.  Industry  Sectors 

Traditionally  the  banking  and  insurance  industries  buy  a  well 
tried  and  reliable  product  for  peace-of-mind  and  corporate 
probity.  They  are  therefore  the  most  likely  prospects  for 
services  of  the  type  envisaged  since  they  are  likely  to  be  the  type 
of  organisation  that  feels  most  vulnerable  to  disaster  since  they 
need  to  guarantee  continuity  of  operation. 
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On  the  other  hand  some  of  the  retailing  firms  and  similar 
types  of  organisations  pride  themselves  on  getting  out  of  tight 
spots  and  are  therefore  likely  to  be  more  resistant  to  the 
marketing  message  for  outside  services  for  disaster 
contingency. 

Vertical  markets  are  generally  too  broad  to  provide  finesse  in 
tailoring  marketing  programmes  without  other  dimensions 
being  brought  into  consideration.  Consequently  it  may  be  more 
fruitful  to  concentrate  further  research  into  high  vulnerability 
business  processes  whatever  industry  they  might  happen  to  be 
in. 

There  exists  a  surfeit  of  organisations  offering  disaster 
recovery  planning  services  based  on  a  software  package  and/or 
methodology  that  produces  a  tailored  disaster  recovery  plan  for 
an  individual  client.  The  research  indicated  that  many  large 
company  security  specialists  are  deeply  cynical  about  the 
coverage  of  these  services,  packages  and  methodologies. 
However,  a  good  methodology  allied  to  an  experienced  and 
credible  analyst  combined  with  a  stable  and  reliable  software 
package  is  probably  necessary  as  a  marketing  tool. 


Approaching  the  Market 

The  research  revealed  that  many  users  believe  that  it  needs  an 
independent  firm,  or  at  least  a  neutral  third  party 
organisation,  to  be  able  to  offer  office  contingency  services.  The 
outside  organisation  would  take  responsibility  for  putting  up 
the  capital  and  organising  the  services.  Some  companies  have 
looked  at  the  possibility  of  having  a  consortium  of  users,  but 
this  idea  seemed  to  fail  because  no-one  was  prepared  to  put  up 
the  initial  funding. 

As  in  most  business  sectors  today  there  exists  a  plethora  of 
organisations  offering  disaster  recovery  services  of  some  kind. 
For  example  The  Computer  User's  Yearbook  for  1993  has  18% 
more  companies  listed  than  the  previous  year  that  claim  to 
offer  some  kind  of  disaster  recovery  service.  Consequently 
there  is  a  vital  need  to  position  new  services  precisely,  with 
unique  value  elements  that  can  be  clearly  communicated  to 
prospective  clients. 


111-10  ©  1994  bv  INPUT  Reproduction  Prohibited.  YX3 


OFFICE  RECOVERY  AND  CONTINGENCY  SERVICES 


INPUT 


The  issue  of  adjacent  markets  is  analysed  in  Chapter  IV  in 
respect  of  the  pointers  it  gives  towards  the  potential  size  of  the 
office  contingency  services  market.  The  aspect  to  be  raised 
here  concerns  the  leverage  that  might  be  gained  by  offering 
these  services  based  on  the  platform  of  some  other  services 
delivery  mode. 

It  is  a  concern  that  services  of  this  type  offered  independently 
could  meet  considerable  resistance  and  that  the  key  to  success 
is  to  tie  them  into  some  other  type  of  service  offering.  In  its 
ultimate  form  this  would  be  business  operations. 

Packaging  and  marketing  the  service  is  thus  key  to  success. 
Taking  into  account  the  corporate  culture  will  provide  some 
indications  of  how  contingency  services  should  be  marketed  to 
different  types  of  company. 

With  some  organisations  there  may  be  some  benefit  in  offering 
a  slightly  less  fulsome  service  and  letting  the  organisation 
solve  its  own  problems  or  offering  ,  albeit  at  a  higher  price,  any 
necessary  backup  support  only  when  it  is  needed.  This  signals 
that  it  will  be  important  to  consider  modular  services. 

Centre-file  must  seriously  consider  forming  agreements  or 
alliances  with  other  organisations  in  order  to  be  able  to  support 
the  full  range  of  services  that  are  likely  to  be  demanded  by 
comprehensive  office  contingency  service  contracts. 
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Market  Potential  for  Office 
Contingency  Services 


This  chapter  evaluates  the  possible  market  potential  for  office 
contingency  services  using  INPUT'S  extensive  evaluations  of 
adjacent  markets. 

The  market  positioning  map,  Exhibit  IV  -1  provides  the 
boundaries  from  which  we  can  examine  the  likely  size  of  this 
market. 

Given  the  size  of  the  Disaster  Recovery  market,  that  for  IT 
Outsourcing  and  for  Business  Operations  it  seems  unlikely 
that  the  target  sector  of  office  recovery  amounts  individually  to 
a  market  outside  the  range  £2-£10  million  in  value  at  the 
current  time.  A  working  assumption  would  therefore  be  a 
market  of  £5  million  for  the  calendar  year  1993. 

It  is  therefore  recommended  that  consideration  be  given  to  the 
provision  of  related  services  from  which  this  opportunity,  and 
Centre-file's  unique  skills  and  positioning  could  be  exploited. 

Exhibit  IV-2  provides  a  more  detailed  estimate  of  the  U.K. 
disaster  recovery  market. 
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Market  Positioning  MAP 
(1993) 
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□ 

Competitive  Offerings 


This  chapter  examines  the  competitive  environment  as  it 
appears  to  exist  at  the  present  time. 


A  

Principal  Service  Providers 

1.  CAPRS 

CAP  RS  is  one  of  the  more  important  disaster  recovery  firms 
that  is  offering  some  form  of  business  continuity  service.  It 
has  a  backup  office  in  Wapping. 

2.  CDR 

CDR  is  a  subsidiary  of  Granada  Computer  Services.  The 
company  runs  a  business  recovery  facility  in  Camley  Street, 
Kings  Cross  and  may  have  another  business  recovery  site 
located  somewhere  else  in  the  U.K..  It  also  provides  mobile 
hardware  support  as  well  as  static  support  from  sites  in 
Birmingham,  Bristol,  Leeds,  Worksop  and  Welwyn  Garden 
City  in  the  U.K..  It  also  has  a  site  in  Brussels. 

Business  recovery  services  are  a  new  venture  for  CDR  in  the 
U.K.  but  are  considered  to  be  responsive  to  the  perceived 
industry  trends.  CDR  offer  the  supply  of  office  equipment  and 
the  necessary  environment  for  organisations  requiring 
support  for  between  140  and  200  users. 

CDR  is  trying  to  replicate  the  facilities  it  has  in  the  United 
States  where  it  manages  computer  based  operations  both 
remotely  and  city  centre  located.  The  two  kinds  of  centres  are 
networked  together. 
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The  site  in  Camley  Street,  Kings  Cross  extends  to  8,000  square 
feet  of  space  to  house  both  computer  equipment  and  general 
office  staff.  It  currently  contains  AS/400,  HP  3XX  and  9XX 
equipment  as  well  as  Digital  66XX  mid-range  equipment.  The 
site  supports  up  to  140  people  with  telephone,  ISDN  30, 
Megastream  and  Telex  facilities  and  PC  networking. 

CDR  plan  to  cater  for  multiple  company  usage  of  the  site  being 
prepared  to  utilise  the  current  car  parking  space  for  mobile 
computer  facilities,  if  necessary.  The  data  network  facilities 
could  be  used  to  allow  hot  or  warm  standby  facilities  to  be 
accessed  by  London  based  users. 

3.  CDRS  Europe 

CDRS  Europe  claims  to  be  a  world  leader  in  disaster  recovery 
services.  It  offers  a  full  range  of  business  continuity  services 
and  facilities  for  IBM,  Tandem,  Data  General,  Digital  and 
other  platforms.  Through  its  own  communications  network, 
CDRS  Net,  it  is  able  to  offer  pan-European  recovery  from  its 
recovery  centres  in  the  U.K.,  France  and  Germany.  Its  latest 
offerings  include  fixed  and  mobile  Workarea  Recovery  Services 
and  a  Windows  version  of  its  contingency  planning  software 
tool  ComPAS. 

4.  Colvin  Assured 

Colvin's  principal  line  of  business  concerns  the  provision  of 
environmental  services,  the  installation  of  air  conditioning, 
cabling  and  power  supplies.  Its  move  into  disaster  recovery 
services  is  a  natural  extension  of  these  activities. 

Colvin  seems  mainly  focused  on  the  recovery  of  mainframe 
sites  using  portable  buildings  (YORKON)  to  provide  space  for 
computer  systems  in  the  event  of  a  disaster.  The  sales 
literature  and  their  promotional  video  emphasise  this 
message.  It  does,  however,  have  office  space  available  in  the 
outer  London  M25/M3  area.  These  facilities  provide  6,000 
square  feet  of  computer  space  and  2,000  square  feet  of  office 
space.  Colvin's  press  advertisements  stress  the  availability  of 
relocatable  office  accommodation  and  the  supply  of  office 
equipment. 
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An  apparently  attractive  service  offered  by  Colvin  is  access  to  a 
warehouse  in  which  long  lead-time  items  and  other  items 
specific  to  the  recovery  plan  can  be  stored  in  shrink  wrapped 
form  on  pallets.  Colvin  provide  audited  stock  records  which 
add  to  the  sense  of  security  and  good  management.  In  addition 
a  regular  schedule  of  testing  and  maintenance  of  the  stored 
items  is  offered. 

5.  Comdisco 

The  U.S.  owned  Comdisco  is  one  of  the  biggest  and  most 
experienced  firms  in  the  disaster  recovery  business.  Recently 
it  appears  to  have  entered  the  business  recovery  industry. 

Comdisco  has  two  main  recovery  centres  in  the  U.K.,  one 
located  in  London,  the  other  in  Warrington  in  Lancashire. 
Comdisco  Europe  also  has  centres  in  Paris,  Munich  and 
Stockholm.  It  is  understood  that  Comdisco  has  plans  to  open 
further  business  recovery  sites  on  the  Continent  in 
Amsterdam,  Brussels,  Frankfurt,  Luxembourg,  Madrid, 
Milan  and  Zurich.  All  of  these  business  recovery  centres  are 
in  addition  to  Comdisco's  computer  recovery  sites. 

The  Warrington  centre  is  the  most  recent  business  recovery 
centre  to  be  set  up  by  Comdisco.  It  represents  an  investment  of 
over  £1  million  to  provide  accommodation  for  up  to  about  100 
people  and  has  access  to  an  IBM  ES9000-720  mainframe  and  to 
an  AS/400  E70  with  both  telecommunications  and  LAN 
facilities. 

Comdisco  has  typically  positioned  itself  at  the  mainframe  end 
of  the  market  concentrating  its  disaster  recovery  activities  on 
big  mainframe  sites  and  major  company  recovery  situations. 
In  this  respect  it  could  be  described  as  the  IBM  of  the  recovery 
industry  and  as  such  could  well  suffer  from  similar  problems 
to  IBM. 
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6.  Digital 

Digital  offers  a  comprehensive  backup  service  for  both  Digital 
and  other  suppliers  equipment.  It  also  offers  business  recovery 
services  as  an  add-on  to  these  computer  disaster  recovery 
activities.  The  service  appears  to  be  primarily  based  on  mobile 
recovery  principles  backed  up  by  fixed  site  recovery  in  Digital's 
offices  with  dedicated  sites  for  both  computer  and  office  space. 
Digital  tries  to  stress  that  its  key  benefits  are  single  point  of 
contact  and  the  fast  replication  of  services. 

Digital  has  Business  Recovery  Centres  in  Aberdeen,  Bristol, 
Isle  of  Man,  London,  Newbury,  Newmarket  and  the  Channel 
Islands.  All  of  these  centres  provide  temporary  office 
accommodation.  The  Newbury  centre,  for  example,  is 
specifically  contracted  inter  alia  for  20  key  BP  Exploration  staff 
to  have  fully  services  office  space  in  the  event  of  a  disaster. 

There  are  four  sites  in  the  Channel  Islands,  two  on  Jersey  and 
two  on  Guernsey.  These  have  been  set  up  to  support  the 
significant  numbers  of  financial  institutions  based  there. 
Financial  institutions  typically  have  a  degree  of  sensitivity  over 
sharing  facilities  and  consequently  independent  facilities  have 
considerable  appeal. 

Digital  claim  to  have  spent  £1  million  on  developing  their 
Channel  Islands  facilities.  Each  location  can  accommodate  up 
to  20  staff  in  office  accommodation  with  computer  facilities  and 
appear  to  have  been  allocated  to  specific  organisations. 

A  further  example  of  Digital's  activities  in  this  area  is  their 
contract  with  BP  Exploration  to  provide  business  recovery 
accommodation  with  computer  facilities  for  each  of  four 
separate  business  areas: 

•  Oil 

•  Exploration 

•  Finance 

•  Corporate 

This  contract  is  claimed  by  Digital  to  be  worth  some  £4  million 
in  total  over  the  3  year  life  of  the  contract. 
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7.  Hewlett-Packard 

Hewlett-Packard  has  recently  (1993)  set  up  a  business  recovery 
centre  in  Pinewood  using  portable  buildings  that  provide  office 
space  for  12  people  using  workstations.  The  facility  has  an 
HP3000  and  is  linked  into  Hewlett-Packard's  European 
Recovery  Centre  based  at  Cheadle  near  Manchester. 

8.  IBM 

IBM  has  offered  its  customers  disaster  recovery  services  for  a 
number  of  years  but  does  not  appear  to  have  developed  this 
beyond  the  scope  of  computer  facilities.  Office  accommodation 
provided  appears  to  be  for  computer  staff  rather  than  for  office 
staff.  IBM  has  however  moved  aggressively  into  the  general 
business  consultancy  business  and  it  could  be  expected  that 
this  might  generate  some  need  to  address  the  issue  of  business 
recovery  services. 

IBM  offers  cold  site  services  that  can  be  delivered  to  a 
particular  site.  This  service  is  provided  through  an 
arrangement  with  Colvin  Assured  (see  above).  Mark  French 
an  ex-  Customer  Services  executive  with  IBM  is  a  Director  of 
Colvin. 

Off-site  storage  of  disks  and  tapes  and  paper  documents  is  also 
offered  as  well  as  a  disaster  planning  and  recovery  and  salvage 
service.  Additional  services  include  the  provision  of  a 
helicopter  and  plane  transport  services  and  a  press 
communications  services  which  is  operated  through  Charles 
Barker  Pic. 

IBM  has  warm  recovery  sites  in  the  Midlands  and  London 
with  remote  bridge  control  centres  in  Scotland,  London  and 
Portsmouth.  None  of  these  sites  is  believed  to  offer  any 
significant  general  office  space. 

For  smaller  installations  AS/400  equipment  is  available  on  a 
mobile  basis  or  at  sites  in  London,  the  Midlands,  Surrey  and 
Scotland.  None  of  these  sites  is  known  to  have  any  significant 
office  space  facility. 
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IBM  also  has  a  mobile  PC/LAN  recovery  service.  It  basically 
consists  of  a  pre-prepared  LAN  configuration  which  can  be 
delivered  in  aluminium  suitcases. 

A  similar  suitcase  based  service  is  offered  for  the  RS/6000 
range  of  systems. 

A  specific  recovery  service  is  offered  to  organisations  for 
dealing  room  services.  This  is  provided  by  means  of 
agreements  with  organisations  that  have  invested  in  spare 
dealing  room  capacity  or  standby  facilities  for  their  own 
internal  purposes  and  who  are  prepared  for  a  fee  to  make  these 
facilities  available  to  others. 

9.  Safetynet 

Safetynet  offers  a  business  recovery  service  as  an  addition  to  its 
computer  recovery  services  targeted  at  the  System/38,  AS/400 
market.  This  emanated  from  the  development  of  a  full 
business  continuity  planning  service  started  about  3-4  years 
ago. 

Initially  this  activity  commenced  with  contingency  planning 
and  risk  assessment  and  moved  on  to  recovery  techniques  and 
from  there  onto  a  recovery  site  capability. 

Currently  Safetynet  has  three  sites  in  the  U.K.,  at  Bracknell, 
Chiswick  and  Manchester.  A  fourth  site  at  St  Katherines's 
dock  in  the  City  of  London  is  planned  to  be  opened  in  February/ 
March  1994. 

Safetynet  does  have  some  capability  to  provide  services  based  on 
re-locatable  buildings  which,  dependent  on  size,  can  be 
delivered  and  erected  within  a  3-7  day  time  frame. 

Other  disaster  recovery  facilities  are  provided  through  an 
arrangement  with  Comdisco. 
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B  

Other  Service  Providers 

This  sub-section  contains  some  information  concerning  other 
companies  who  appear  to  offer  some  services  in  the  disaster 
recovery  area.  In  addition  to  the  firms  identified  below  it  is 
understood  that  Computervision  (formerly  Prime)  may  have 
some  form  of  business  recovery  facility. 

1.  AT&T 

AT&T  Global  Information  Systems  (formerly  NCR)  and  AT&T 
Istel  do  offer  disaster  recovery  services  but  no  evidence  of 
business  recovery  services  activity  was  uncovered. 

2.  Crisis  Management  Services  Ltd 

Based  in  Portsmouth,  this  company  offers  specialist  disaster 
recovery  consultancy,  risk  consultancy  and  analysis  and 
network  recovery  on  a  hot,  warm  and  cold  standby  site  basis  for 
multiple  vendor  situations. 

The  company  claims  its  specialisation's  to  lie  in  provision  of 
advice  and  consultancy  for  formulating  disaster  recovery  plans 
and  has  particular  specialisation  within  the  communications 
area. 

The  company  claims  to  provide  full  business  recovery  office 
facilities. 

3.  DSL  Group  Ltd. 

DSL  is  primarily  active  in  the  business  of  offering  back-up 
dealing  room  and  trading  facilities  rather  than  for  general 
office  facilities. 

4.  Insight 

Insight  is  a  consultancy  firm  offering  guidance  on  putting 
together  a  disaster  recovery  plan  and  does  not  offer  any 
computer  or  office  recovery  services  itself. 
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5.  McDonnell  Information  Services 

MDIS  would  appear  to  offer  business  recovery  services  on  a 
customised  basis.  They  have  just  recently  completed  a  project 
for  one  of  their  clients  in  which  the  provision  of  a  backup  office 
for  about  120-150  was  involved. 

MDIS  has  a  recovery  site  at  its  Hemel  Hempstead 
headquarters  which  is  mainly  oriented  to  AS/400  equipment. 

MDIS's  approach  is  to  work  out  an  agreement  for  a  client 
through  identification  of  the  core  requirements  and  then  to 
build  the  required  back-up  at  Hemel  Hempstead. 

6.  PCL  Mainframe  Services 

This  company  is  active  in  the  provision  of  mainframe  recovery 
services,  offering  cold  and  warm  as  well  as  hot  recovery 
services.  Currently  they  offer  no  business  recovery  services  but 
are  understood  to  be  actively  looking  at  this  opportunity  in 
conjunction  with  two  other  firms. 
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Case  Study 


The  following  case  study  illustrates  some  of  the  concerns  and 
considerations  of  medium  sized  organisations  faced  with  a 
serious  threat  to  their  operations. 

The  subject  firm  was  a  shipping  insurance  brokerage 
company  based  in  Houndsditch  that  narrowly  missed  being 
affected  by  the  explosion  of  an  IRA  bomb.  The  firm  is  a 
partnership  and  is  therefore  very  concerned  with  minimising 
costs.  The  firm  considered  using  a  service  company  to  provide 
a  business  continuity  services  but  has  never  actually  placed  a 
contract  preferring  to  operate  its  own  plan. 

The  firm  has  two  sites  which  are  very  close  together  each 
operating  separate  computer  systems.  The  business  continuity 
need  was  to  provide  a  back-up  computer  system  and  some  way 
of  continuing  the  activities  of  its  brokers  in  the  event  of  a 
disaster.  Since  both  offices  were  close  together  a  bomb  in  the 
vicinity  would  most  likely  affect  both  buildings.  The  firm  saw 
the  solution  as  equipping  its  brokers  with  dial-in  facilities  from 
their  homes  as  a  contingency  for  providing  immediate  service 
while  temporary  office  accommodation  was  found.  They 
thought  that  finding  accommodation  was  relatively  easy  in 
both  London  and  Essex  where  most  of  the  staff  live.  This 
assessment  of  the  property  situation  was  thought  to  apply  for  at 
least  the  next  couple  of  years. 

Another  action  that  was  taken  was  to  purchase  a  second  hand 
AS/400  computer  and  locate  it  in  an  FM  site  some  20  miles 
from  the  City.  This  computer  is  linked  to  the  two  principal 
machines  in  a  network  and  can  be  managed  from  any  site 
should  the  need  arise. 
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This  company  represents  an  obvious  target  for  an  office 
recovery  service.  Four  key  issues  had  to  be  addressed  in  their 
decision  making  for  the  setting  up  of  this  operation: 

•  The  concern  over  denial  of  access  to  a  building  inhibiting 
their  continued  operation  of  a  computer  system 

•  Non-stop  telephone  and  computer  service  for  the  brokers 
was  crucial 

•  The  desire  to  locate  a  facility  some  20-30  miles  from  London 
since  London  was  identified  as  a  high  risk  area 

•  The  need  to  minimise  cost. 
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Disaster  Recovery  Services 
-  Definitions 


A  computer  based  disaster  results  from  an  unexpected  event 
causing  a  long-term  or  irreparable  catastrophic  failure.  Such 
occurrences  have  created  a  market  for  vendor-provided 
disaster  recovery  services  that  can  be  further  analysed  into  a 
distinct  set  of  service  sub-sectors.  These  are  defined  as: 

•  Hot  restart 

•  Warm  restart 

-  User  site 
Vendor  site 

-  Mobile 

•  Cold  restart 

In  the  event  of  a  disaster's  occurring  at  a  user's  site,  a  hot 
restart  service  switches  a  user's  application  to  an  alternative 
computer  facility  almost  immediately.  The  host  equipment 
should  be  of  sufficient  power  to  run  critical  applications  until 
the  original  or  replacement  system  has  been  brought  back  to 
full  operational  status. 

The  term  immediate  occupation  (related  to  hot  restart)  implies 
that  the  delay  to  the  user's  critical  data  processing  activity 
should  not  exceed  half  a  day.  The  disaster  recovery  system 
must  be  dedicated  to  that  user;  consequently,  hot  restart 
services  are  very  costly,  ranging  from  £100,000  to  several 
million  pounds  per  service  contract. 


YX3 


©  1994  bv  INPUT.  Reoroduction  Prohibited. 


B-1 


OFFICE  RECOVERY  AND  CONTINGENCY  SERVICES 


INPUT 


Warm  restart  services  are  aimed  at  providing  next-day 
disaster  recovery  service.  The  key  difference  between  hot 
restart  and  warm  restart  is  that,  in  the  case  of  warm  restart, 
the  disaster  recovery  system  in  not  user-dedicated.  Instead, 
the  facility  is  shared  among  several  users — typically  between 
10  and  25  users  are  contracted  per  disaster  recovery  system, 
although  this  number  can  be  higher.  The  risk  of  warm  restart 
is  that  simultaneous  calls  could  result  in  overloaded  facilities. 

Warm  restart  consists  of  appropriate  configurations  of 
mainframe  or  midrange  systems  being  made  available  to 
contracted  users  of  the  service  vendor's  site.  An  important 
characteristic  of  a  warm  restart  disaster  recovery  system  is 
that  because  it  is  made  available  to  a  number  of  users,  it  can  be 
sold  as  a  standard  service. 

A  further  development  of  warm  restart  is  the  provision  of  a 
mobile  service  whereby  a  mobile  computer  room  with  a  fully 
configured  computer  system  is  delivered  to  the  user's  site. 
However,  due  to  the  needs  of  mobility,  the  size  of  configurations 
is  generally  limited. 

A  significant  advantage  of  warm  restart  is  that  it  can  be 
provided  for  a  fraction  of  the  cost  of  hot  restart,  a  cost  reduction 
almost  proportional  to  the  number  of  users  that  may  call  on  the 
disaster  recovery  system.  The  disadvantage  is  that  the  system 
may  be  occupied  at  the  time  a  user's  disaster  occurs:  therefore, 
the  service  vendor  needs  contingency  plans  to  accommodate 
multiple  disaster  recovery  calls. 

Cold  restart  services  refer  to  the  provision  of  a  room  in  which 
the  user  installs  computer  equipment  that  is  the  user's 
responsibility  to  provide.  Services  can  be  made  available  either 
at  the  vendor's  site  or  by  the  provision  of  temporary  buildings 
at  the  user's  site.  Response  times  for  providing  a  suitable 
computer  room,  complete  with  environmental  control  and 
electrical  power,  range  from  4  to  14  days.  Cold  restart  service 
costs  are  correspondingly  lower. 
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